
ML-Based Intrusion Detection in Networks and Hosts

Maxime Puys

LIMOS/SIC/RS, Univ. Clermont Auvergne

January 16th, 2024

Maxime Puys ML-Based Intrusion Detection in Networks and Hosts Jan. 16, 2024 1 / 26



Who am I?

Maxime Puys
Ph.D. in Computer Science Security in 2018 from Verimag, Univ.
Grenoble Alpes
2018 – 2023: Research Engineer at CEA-LETI, Grenoble
Since 2023-10: Assistance Professor at IUT/LIMOS/SIC/RS
E-mail: Maxime.Puys@uca.fr
Research interests:

Ï Cybersecurity of (I)IoT devices and networks
Ï Cryptographic protocols
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Internet of Things

Physical objects with sensors/actuators

Having processing ability, software, etc
Connected and exchanging data over Internet or other
networks.
Eg. appliance, factory, health, wearables, etc
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Critical IoT

Figure: Two types of IoT: [Alq19]

Massive IoT:
Target collected/computed data;
Secrecy, privacy, integrity.

Critical IoT:
Target physical process;
Availability, safety
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Overview: 1 – Embedded Host-IDS
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Overview: 2 – Network IDS
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Outline

Previous Work: Embedded Host-IDS
Define and embed intrusion detection system for critical devices.

Research Directions as part of LIMOS
Optimization of the selection of security functions in networks and ensure their resilience.

Focus on On-Going Works: Network IDS
Application of previous works on ML based host-IDS to network IDS

Maxime Puys ML-Based Intrusion Detection in Networks and Hosts Jan. 16, 2024 6 / 26



Embedded Host-IDS
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Motivation

Hard to patch
Hardware flaws often require hardware patch
Sometimes really hard to retrieve devices:

Ï Health devices, volcano captors, etc
Software patches on HW flaws highly decrease performances

⇒ Often easier to monitor device for attack than patching

Ph.D thesis N. Polychronou (CEA-LETI), 2019 – 2021
Ï Goal: Detect microarchitectural attacks with limited performances
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Local-Remote Approach

Locally detect samples with very high probability of being malicious
Ï Minimize required bandwidth

Only sends suspicious samples to a remote AI
Ï Filter normal data to minimize bandwidth

Provide a level of security even if network is down

[EuroS&P Workshops’23] N. F. Polychronou, P.-H. Thevenon, M. Puys, and V. Beroulle, 2023.

Maxime Puys ML-Based Intrusion Detection in Networks and Hosts Jan. 16, 2024 9 / 26



Two Level Threshold

[DSD’21] N. F. Polychronou, P.-H. Thevenon, M. Puys, and V. Beroulle, 2021.
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Results with two Thresholds

Why Local+Remote?
Minimal FPR compared to single-level threshold with simple ML
TPR remains high enough because:

Ï We only need one timing-window with high anomaly score to detect a malicious app
Ï Malicious application do not execute only malicious actions in their whole execution
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Reducing FPs
0.13% FP at 10ms sampling rate means 468 FP per hour!
If the remote receives data before ∆s, then trust its predictions

Ï Most probably an attack overflown the local storage and we immediately transmitted the
data before the expected ∆s

If the remote receives data at ∆s, we must be careful for FPs
Ï Most probably under normal operation
Ï We need a double check
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My Research Directions
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Research Directions

Problem Statement: How to optimize the selection of security functions in networks
and ensure their resilience in the event of attacks?

Motivation : Security essential but not across all areas:
" Too much defense: overhead, finance, frugality

Ï Need cysec AND domain specific risk analyses [FPS’17]
Ï Goal: apply countermeasures where it is important and

analyze relations between countermeasures

Two Key Axes:
1 Optimization of security function selection in networks.
2 Network resilience.
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Axis 1: Optimization of Security Function Selection in Networks

From risk analyses, derive a network heat-map:
Ï Identify points to protect and vulnerability paths.
Ï Orchestrate countermeasures.
Ï Existing state-of-the-art but lacks safety aspects.

Characterize countermeasures:
Ï Assess their impact concerning risk analysis.
Ï Evaluate costs (in overhead, finance, consumption, etc).

Employ machine learning to:
Ï Fine-tune countermeasure parameters (e.g., ML-based IDS).
Ï Utilize GANs / generative AI for discovering needs and proposing countermeasures.
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Axis 2: Network Resilience

Many works focus on detection and protection;
Few on response and recovery.

Yet, concepts extensively studied outside of security:
Ï Alternative paths, ring or mesh topologies, check-pointing.

Idea:
Ï Validate the gap between existing solutions and their use in security contexts.
Ï E.g., HSR/PRP protocols, network segmentation into 62443 zones and conduits,

redeployment of business/cyber functionalities.
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On-Going Work:
ML-based Network IDS
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Context and Motivation

On-going work with G. CHALHOUB
2 M2 internships + 1 Ph.D to begin

Strong SOTA on ML-based Network IDS
Current challenges:

Ï Feature selection, link between features and response, cross-dataset features, time-invariant
feature importance, etc

Focus on datasets:
Ï Current datasets: old, content-specific, limited in variety, heterogeneous features.
Ï Most IDS: Trained and tested on a specific dataset
Ï Data are analyzed without domain specific knowledge
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Idea(s)

Evaluate existing datasets (features, contents, etc)
Cut, merge, different datasets for broader use cases
Train IDS on one dataset and test it on another
(more realistic)
Make use of simulation to generate new data:

Ï Requires fine knowledge of attacks
Ï Possible to compare features from simulated data

with real datasets to check for mistakes.

Existing
Datasets

Knowledge

Attack
Model

Simulator

Enhanced
Dataset
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Conclusion

Thanks for your attention!
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Related Works
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Microarchitectural Attacks

Hardware flaws present on electronic components:
Traditionally requiring physical access to the device

Ï Laser fault injection, Electromagnetic Emissions Side-Channel attacks
Modern architectures become more complex

Now possible to exploit hardware vuln. using software
code and without physical access:

Rowhammer [GMM16], Spectre [KHF+20],
Meltdown [LSG+18], Cache Side Channel Attacks
(CacheSCA) [Tak19], ClkScrew [NZ19], debug
interface [ZSS+16]
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Detection Techniques

Use of Machine Learning (ML)
System information as inputs to the ML:

Binary Code
Memory dump
System calls (SYSCALLs)
Hardware Performance Counters (HPCs)
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Results with two Thresholds

Observations
Normal data do not exceed a certain value
Explosion of data under attack

Our solution for memory and detection time
optimization:

Set local storage size to max normal
If local storage overflows before ∆s, then
immediately transmit to remote system
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