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MAIN PROBLEM



Main Problem

How to build a suitable
Anomaly-based Intrusion Detection
System for various use cases?




HOW TO SOLVE
THIS?




How to choose the well-suited dataset?

e KDD CUP99 e CIC-IDSI17/
e NSL-KDD e CSE-CIC-IDSI8
e Kyoto 2006+ e TON-IOTI8

e UNSW-NBIb5 e BoT-loT



How to solve?

Data Preparation for Training

By analysing the PCAP files, and the generated
csV files of the benshmark datasets.

e Understand differents behaviors
genrated/simulted within a network.

e Understand the use and the meaning of each
feature generated from Pcap file.
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THE GOAL OF
THIS STUDY




Conclusion

Being able to build an anomaly-lbased IDS specific to each
use case.

e A better feature selection approach
e Customization of the dataset's behavior

e Build a dataset with a specific network behavior
from the available datasets.
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